How to Enrol for Multi-Factor Authentication

Multifactor authentication (MFA) adds an extra layer of security to your School account, by requiring you to

confirm it is YOU logging on, once you have entered your correct password.

It does this by sending a notification to an app (Microsoft Authenticator) on your phone, and asks you to

'match' the number displayed on the logon screen to the one on your phone app.

This means a 'hacker' is then unable to access your account, even if your password has been compromised.
This helps to safeguard your personal information and our academic data from unauthorised access, reducing

the risk of identity theft, malware, ransomware and other security threats.

You will not receive MFA authentications when you are connected to our secure network (either using a
School computer or your own device connected to our secure Wi-Fi), but you will receive them once every

14 days when away from our network.

MFA is mandatory for all students and staff at Boston High School.

It's important to pay attention to when you receive an authorisation notification in the Authenticator app. If
you haven't attempted to log on to your account but have received a notification in the Authenticator app,
you should deny the authorisation and report to the IT department as soon as possible

You can enrol your account for MFA using the link and instructions below.

Please ensure you have read and understood the instructions in their entirety before attempting to enrol!

You will require the Microsoft Authenticator app to be installed on your smartphone. This can be installed
using the links below. Be careful if you are searching for the app directly in the app store, as there are many

authenticator apps available. The official Microsoft Authenticator app has a logo like this....

Click here to install the Apple iOS app

Click here to install the Android app

(These links are also available on our website, on the Portal Menu | MFA Enrolment)

Once you have installed the Microsoft Authenticator app, open the app and tap 'OK' to agree to the data

privacy warning.

Then click 'skip' when asked to add an account.
You can now close the app.
DON'T TRY TO ADD YOUR ACCOUNT DIRECTLY IN THE APP AS THIS WON'T WORK!

Click on the link below from your smartphone to enrol your account for MFA, following the instructions

underneath.

Click here to enrol your account for MFA (after reading the instructions below!)

(This link is also available on our website, on the Portal Menu | MFA Enrolment)


https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_GB&gl=US
https://aka.ms/mfasetup
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Sign in 1. At the sign in prompt, type in YOUR school e-mail

address and tap 'Next'
stafftest@bostonhighschool.co.ul

No account? Create one!

Can't access your account?

O-b Sign-in options

Y
w Boston High School

2. Type in your School password, and tap 'Sign in'
< stafftest@bostonhighschool.co.uk

Enter password

Forgotten my password

If you have forgotten your password, please
contact the IT Team
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stafftest@bostonhighschool.co.uk 3. When asked to stay signed in, tap 'No'
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

(] Don't show this again

No Yes

If you have forgotten your password, please
contact the IT Team
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More information required

Your organisation needs more information to keep

your account secure

Use a different account

Learn more

If you have forgotten your password, please
contact the IT Team
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Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app

On your phone, install the Microsoft Authenticator
app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next",

| want to use a different authenticator app
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Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

6 Set up your account in the
app

When finished, come back to this setup experience.

Pair your account to the app by clicking this link.

Show QR code

4. You will be prompted for 'more information required' - tap 'Next'

5. You will be prompted to download the Microsoft Authenticator

app. You should have already done this, so you can tap 'Next'

6. When you see the screen shown here on the left, tap the blue text

'Pair your account to the app by clicking this link'
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Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

6 Set up your account in the
app

When finished, come back to this setup experience.

Pair your account to the app by clicking this link.

Show QR code

7. Your phone will open the Microsoft Authenticator app, and add the
account. You should see 'account added successfully' at the bottom of
the screen and you'll see your Boston High School account showing in
the list.

8. You now need to go back to your browser app and to the screen

shown here on the left. Tap 'Next'
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Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to
your app by entering the number shown
below.

48

e Are you trying to sign in?

Boston High School
stafftest@bostonhighschool.co.uk
Enter the number shown to sign in.
Enter number here
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NO, IT'S NOT ME

| CAN'T SEE THE NUMBER
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9. Multifactor authentication will now be tested. You'll see a
notification from the Microsoft Authenticator app at the top of your
screen, and a number at the bottom. Remember the number and
then tap the notification at the top of the screen. If the notification
has already disappeared, swipe down to see it again or just open the

Microsoft Authenticator app

10. The Microsoft Authenticator app will open and it will first ask you
to unlock it using your fingerprint, face ID, PIN or unlock code
(depending on what is set up on your phone)

You'll then see the screen on the left. Remembering the number from
the previous step, either type this in or tap it from the ones displayed
(depending on your device).

If you can't remember the number, tap 'l can't see the number' and
the Microsoft Authenticator screen will hide for a few seconds for
you to see the number.

Click '"YES' to confirm you sign in, again you will be asked to verify
using your fingerpint, face ID, PIN or unlock code (depending on what

is set up on your phone)
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11. The notification has been successfully approved. Tap 'next'
Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

N Notification approved
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12. All done! Tap 'Done'
Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Success!

Great job! You have successfully set up your security
info. Choose "Done" to continue signing in.

Default sign-in method:

2 Microsoft Authenticator

II Pixel 8 Pro

AN
Microsoft Authenticator



